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Introduction

The admin portal provides a clear overview of all SmartLockr activities and a central
point to configure all settings. This way, you always maintain control over the secure

exchange of sensitive information within the organization.

When logging into the admin portal, you see a welcoming screen as well as a menu bar
on the left where all sections of the portal can be found. Here you can make changes

and monitor how SmartLockr is used:

@} SMARTLOCKR Admin Portal Logout €

Welcome to the SmartLockr Admin portal!

You are about fo start using SmarfLockr. From now on both your messages and
files will be sent securely. Enjoy safe and easy communication with our
Intelligent Data Protection Platform!

Each section will be briefly explained below. This clarifies what you can expect as an

administrator and what options are available.
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0O1. Users

Under “Users” you will find an overview of all SmartLockr users within your organization.
You can configure settings for these users. By drawing up guidelines, you can better

control the safe use of SmartLockr.

To get started, it is important to assign the purchased licenses to users. You can do this

by adding the users within the organization to the admin portal:

Users

Allusers v 5>

No Email address Full name

1 info@yourcompany.io Info inbox (info@yourcompany.io)

To add users, click on the green button “Add user” at the bottom right. A screen will

open where you can add users:

& Add new user(s)

you can choose to add a user manually or import a CSV file to add new users.

Adding a user manually

Email address Display name

[ info@yourcompany.io |:|J { Info inbox l:IJ

Phone number
[ v 431 I:-]

Click here to add user(s) by importing a CSV file

Cancel Add
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You can add users to your list in two ways. You can add them manually as well as
import them from a CSV file. When you upload one or more users through a CSV file,
you can save time with SmartLockr, as we can simultaneously activate the account(s)

for you and assign the license.

After you have added the users, they will be visible in the overview. If you want to

find a user quickly, you can use the search bar at the top to locate them.

You have 8 licenses left on this account. To add more licenses contact the support team.
Add user
No Email address Full name
1 sandra.smith@yourcompany.io Sandra Smith

(sandra.smith@yourcompany.io)

2 nfo@yourinbox.io Info Inbox H

When users are added manually, they will receive an activation email to activate the

account.

Please note: for customers linked to Single Sign-on (SS0O), these users are added
automatically. This takes place when they log in using the Outlook plug-in or any other

authentication pages of SmartLockr.
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1.1.  Outlook settings
Email settings

The email settings allow you to configure how SmartLockr should be used. There are
several options: public files, secure files, secure message, and secure upload request.

Indicate whether to use one-factor or two-factor authentication:

E-mail settings

These applied email settings will be visible to all Outlook users

Warning! Email settings con be overwritten by content policies.

Public files
Secure files
Select default

(L) One-factor Authentication (1FA)

® Two-factor Authentication (2FA)

Secur

@
]
@

messag

5

Disable the reply button for recipients
Disable the forward button for recipients
Select default

e-factor Authentication (1FA)

® Two-factor Authentication (2FA)

Secure upload request

Password settings

When 1FA is applied, recipients can only access the message with a password. The

password settings can be configured here:

Password settings
Select the password options available to the user
O select a default password setting

® show all available password settings (Autogenerate and Custom)

The users create a password for the recipients, which is sent through SmartLockr. There
are two options: the password can be generated automatically or created by the user.

6
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You can choose to keep both options open to the user or set one of the two options as

default.

Password settings

Select the password options available to the user
® select a default password setting

Autogenerate
A password will be autogenerated for the user

—  Custom a Custom
The user can create their own password

Select password delivery default

Emaiil v

1.2. Recipient policy

There is an option to exclude domains so that emails are sent as normal emails. This
may be desirable if, for example, you have a lot of contact with certain relations outside
the organization, for which you do not need extra security from SmartLockr. Or when
you communicate with organizations, for example, where employees are not allowed to

click on links in emails:

Excluded domain(s)

Warning: Attochmente bigger than systern imit {set by administrator) will alwayz be sent as SmartLockr public files. Dafault sefting for combined file size is 20ME per email.
MNo Excluded domain 5w
1 organization123.io

‘Add excluded domains from CSV Add excluded domain

As a system administrator, you can also upload multiple excluded domains at the same

time with a CSV file.
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1.3. Security settings

In addition to excluding domains, you can also disable ongoing sessions for users:

This prevents the existing logged-in sessions in the browser to run in the background,

which would facilitate access to Smartlockr messages and/or files by third parties.

1.4. Authorized access

There is the option of granting a user or a group access to another user's inbox
(individual inbox) or to a shared inbox. This allows users to send, receive and respond to

incoming emails from the other inbox. This requires authorized access.

Authorizing user(s) for the Individual inbox

You can authorize others (Authorized User) to use someone else's inbox (Primary User).

You do this by clicking the button “Add new":

Delegate access

Give an individual or group of users permission fo send, receive, and respond via another users account.

Primary user Delegated user(s)

You will see the following screen, where you can add one or more Authorized Users:
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Edit users

You are adding a new user fo this delegated sender list

. dennis.yourcompany.ig|

sandra.smith@yourcompany.io

Add

Please Note: In order to use the Primary User's email address, this email address must be

known as a user within SmartLockr (see 2. Users).

If you click on the bottom button “Save”, the settings will be saved in SmartLockr:

Please note: To authorize a user, you also need to set the authorization settings within

Office365. Once this is done, the inbox can be used by the Authorized User.
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Authorizing user(s) for the Shared Inbox

It is also possible to use a shared inbox as a group, such as info@yourcompany.io and
administration@yourcompany.io Authorizing users for the shared inbox works in the

same way as authorizing users for the individual inbox:

Edit users

You are adding a new user to this delegated sender list

info@yourcompany.io

\ dennis.brown@yourcompany.io | ii]
‘ sandra.smith@yourcompany.io | m
Add

Please note: In order to use a shared inbox, it is important to add this email address as a

user (see 2. Users). A license is required for the shared inbox, which means that shared

inboxes can only be used if these email addresses have been added as a user.

10
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In the overview “Authorized access”, you can then see who has access to the inbox, who
is authorized to work in a user's inbox, and you can adjust and/or delete users where

necessary:

Delegate access

Give an individual or group of users permission fo send, receive, and respond via another users account.

Primary user Delegated user(s)

Info inbox 2 user(s) p
info@yourcompany.io

11
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02. Content Policy

The content policy allows you to apply appropriate security for sensitive content that
requires it. As an administrator, you can set content filters for this. These are filters

based on:

e Words that are sensitive within your organization, such as "Citizen Service

Number (BSN)", "Patient File" or "Passport"; or

e Regular expressions (RegEx) or patterns through which a system will
understand a text and the context around it. Think of the 9-digit Citizen Service
Number (BSN) "123456789" or "234-2234-234". The latter is an example of a
pattern that could be specific within your organization (XXX- XXXX-XXX).

2.1. Policy types by trigger words

If users process content filters while composing a message, SmartLockr will be

triggered. Three situations can arise, depending on the settings:

1. The user's attention is drawn to the fact that sensitive content has been
included in the message. It is recommended to send the message securely with

SmartLockr:

2. SmartLockr switches on automatically but can be turned off by the user.

3. SmartLockr switches on immediately and the message is forced to be sent with

one or two-factor authentication. This setting cannot be changed by the user:

12
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2.2. Trigger on words, regular expressions, and files

SmartLockr has a standard library of words that many organizations consider sensitive

information:

Content policy

Default Custom Files
No Title Syntax Palicy type Authentication Case
1 IBAN Regex Automatic 2FA Yes H
2 Credit Card Regex Automatic 2FA No H

Add confent filter Add content filters from CSV

You can also add words to this library, such as “patient record” and “Citizen Service

Number (BSN)”, as in this example:

Content policy
Default Custom Files
5 v
No Title Syntax  Policy type Authentication Case
1 Account number Regex Automatic 2FA No
2 Address Regex Automatic TFA No
3 Credit Card Regex Automatic 2FA No
o

If you want to edit any words after you have entered them into the admin portal, you

can easily find them by using the search bar at the top of the screen.

13
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In addition to triggers on words, it is also possible to set triggers on files. As a
SmartLockr administrator, you have the option to send an email with one or more

supported documents only after the scan of this documentation has been completed:

Content policy

Files

Are there certain files you would like to create more awareness for? Below you can set a trigger for these files:

Trigger on files
Secure file v Two-factor Authentication v Forced -
Two-factor Authentication v Forced i

Send emails before the document scanning has completed

Disable document scanning

If there are files for which you want to create more awareness, you have the option to
do that with a trigger on files or content. If your organization wants to apply a content
policy that differs in many ways from the standard SmartLockr content policy, system

administrators can upload one or more CSV files with a content policy simultaneously.

14
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Your branding ensures recognizability of your organization. That is why you can

implement your corporate identity, so that emails and portals have the recognizable

image of your organization. If there are multiple corporate identities, you can add these:

Add Brand 4+

® Default Brand

Your company

yourcompany.io +

(Preferred image size: 225 pixels width by 80 pixels height)

G vourioge

#2diof21 [ ]

#1f787¢ -

Lato

Reset default settings @

15
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04. Upload Portal

With upload portals, the organization will receive files easily and securely. It is therefore
possible to create different portals for the different files your organization receives. You
can also indicate which type of file you want to receive, who or which departments

should be notified and who should receive the files.

When you click on “Add upload portal”, you will see the screen where you can set up the

portal:

Add Upload Portal

Name Description

| Patient dossier | | Portal to send the patient dossiers

Custom email address

| amsziekenhuis.nl

If you would like to configure a link with a prefilled email address. Please follow the instructions here.

Groups

- Group 1

Adrnin Add email

admin@amsziekenhuis.nl X

~ Group 2

Oncology Add emqail

. -
nnealanufomeaziskanhnic nl xX

Terms and conditions agreement

Url label name Custom url

| Terms and Conditions | | https:ifamsziekenhuis.nl/terms-conditions |

Cancel @

16
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These are the available settings:

. Name

This is the name of the portal, as recipients see it.

. Description

A short description clarifies what this portal is for.

. Request file types

You can preset which file types you wish to receive (see 6. Document types).

. Custom email address
Set which departments and/or persons should receive the files. People who
upload the files do not have to add recipients as you have already set this up in
advance. This will also make it impossible to send the file to another email
address or domain. If you leave this field empty, the sender can choose the

recipient address themselves.

o Groups
By creating groups and linking email addresses to them, you can let those

who need to upload the files choose which department to send the files to.

o Terms
In some cases you want to add the terms and conditions of your organization.
You can add these yourself with a link to the terms and conditions as they can be

found on your website, for example.

Once the upload portal is created, it will be added to the list:

No Name Direct link

1 Patient dossier xcjokxt

17
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The direct link takes you to the portal page, where the settings you have made are

immediately visible:

g\ Your logo

Patient dossier

Portal to send the patient dossiers

From
To

Your message

Please upload your files here

X Upload files :

| accept Terms and Conditions

A verification will be sent to your email before you can send this upload request

18
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Files are requested by email through upload requests and portals. To make it easy, you

can indicate which type of file you wish to receive. Simply indicate which extension

(.doc, .docx, .pdf etc.) and maximum size the file should have:

Mame of document

Add document type

Max. documentsize

| patient dossier

| | 100

(7 )

Cancel

The overview will look like this:

Document types

No Name

1 Passport

2 Patient dossier

Extension

IPg

doc, pdf

Maximum size
100 KB

100 MB

By pre-setting which files you wish to receive, you prevent wrong or even malicious

files from being uploaded.

19
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06. Default messages

Are upload requests used to regularly request the same type of file? Then you can set

default messages, so that the user can work more efficiently:

Default messages

No Message fitle Message body

1 Upload document Hi,

I would like 1o receive the medication list. You can upload these here.

Thank you in advance!

Sincerely,

Sarah Smith

Add Default Messaoge

20
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O7. Email Domain

Notification emails are sent from SmartLockr, unless you configure it differently. You
can customize it so that recipients receive emails from a domain that is recognizable to

them.
Follow the below steps to set up the email domain you would like your recipients to see.

1. Click on‘Add domain’ after choosing the option ‘Email domains’ in the admin
portal menu. A pop-up window will now open.

2. Inthe field ‘Default email address’ you add the email address you would like to
use. After this is done, the field ‘Domain name’ will be filled in automatically.

3. Now you can choose which name you would like your recipients to see when
they receive emails from you. Enter this in the field ‘Customer sender name’.

4. Click the ‘add’ button after making sure that everything has been filled correctly.

» .
& Add new domain

Default email address Domain

5. Afew settings will now appear that need to be configured to your DNS server(s).
If you cannot do this yourself, we recommend that you ask your IT department
or IT partner to help.

6. You will now receive an email to the address that you chose. Please verify the
address by clicking this email.

7. Click on the verify button when you have finished the DNS changes (in step 5)
and email verification (in step 6). SmartLockr’s servers will test the DNS changes
to verify that if everything is correctly set up. If this is the case, the feature will

turn itself on automatically.

21
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You are now ready to go! If you have more than one email domains, you can repeat
the steps above to add them. Via the screen you see below, it is also possible to

activate and deactivate your different domains.

E-mail domains

No Domain Default email address Custom name Status

1 companyname.com info@companyname.com Company Name @ Inactive

22
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08. NTA 7516 Settings

The NTA 7516 is a privacy standard in the Netherlands that ensures private health
information is sent out securely. It is mainly used for the healthcare sector,

municipalities, and the legal sector.

SmartLockr lets you communicate in NTA 7516 compliant way, but it is a feature that
must be activated. If you see the below screen in your admin portal, it means that it is

not active on your account. If you would like to start using this feature, you can contact

Customer Support.

NTA 7516 settings

This feature is not active under your account, in order fo activate it please

When the NTA 7516 feature has been activated on your account, you can partially

customize how you would like to use it. Below we explain your two options and how

they work.

23
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8.1. Option 1: Set NTA 7516 default settings (Recommended)

Messages to NTA 7516 configured recipients will be sent via NTA 7516 relay. This is only
done when two-factor authentication (2FA) is needed. If the recipient is not configured
correctly according to NTA 7516, they will instead receive the email with SmartLockr’'s

two-factor authentication (2FA) as a fall back option.

Sending an email with SmartLockr’s two-factor authentication means that the recipient’s
phone number must be filled in by the sender. The recipient then receives a SMS code

which gives them access to the email.

NTA 7516 settings

Configuration options
Select the applicabie NTA 7516 setting for your organization.

configured here. We strongly suggest that you consuit with cusfomer support befare making these changes.

6 complioncy, putling users at a higher security risk. You can cheek i a client is NTA 7516

send messages witheut NTA 75

NTA 7516 settings

Configuration options
Select the applicable NTA 7516 setting for your organization.

(®) Set NTA 7516 default setfings (Recommended)

7516 relay which ensures the highest level of email security encryption. In the event that fhe NTA 7516 recipient s nor configured correctly, two-factor authentication portal encryption wil

ing this message fo NTA 7516 configured recipients, messages will be sent viaNTA

t stead.
(O set customized NTA 7516 flow (Advanced)
Choosing an alternative security sefting as a fallback opfion will send messages without NTA 7516 compliancy, putfing users at a higher security risk. You can check if a client is NTA 7516-configured here. We strongly suggest that you consult with customner support before making

these

24
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8.2. Option 2: Set Customized NTA 7516 flow (Advanced)

Messages to NTA 7516 configured recipients will be sent via NTA 7516 relay. If the
recipient is not configured correctly according to NTA 7516, you can choose your fall

back security option yourself.

NTA 7516 settings

Configuration options
Select the applicable NTA 7516 setting for your organization

Sef NTA 7516 default setfings (Recommended)

ng this message to NTA 7516 configured recipients, messages willbe sent via NTA 7516 relay which ensures the highestlevel of email securify encrypfion.In the event that the NTA 7516 recipient is not configured correctly, two-factor authentication portal encrypfion will

b fead.

(® set customized NTA 7516 flow (Advanced)

\ative security setting as a fallback option will send messages without NTA 7516 compliancy, putting users at a higher security risk. You can checkif aclient is NTA 7516-configured here. We strongly suggest that you consult with customer support before making
settin
Select an opfion
A customized email security settings
If an NTA 7516 recipient is not configured properly, then an alternative security method may be selected. Choosing an alternative security setting as a fallback option will send messages without NTA ing 1t for users. To enable this

funcfienaiity, you must ackr g ur organization tokes responsibilty for any security or data breach that may occur.

1 understand thaf my organization takes responsibility for any security risk that may occur*

The customized choice can be preferable when sending emails to an address without a
clear recipient, like a shared inbox. In this case, the sender might not have access to a
phone number for the recipient and therefore two-factor authentication with a SMS
code won't work. In this scenario, a fall back option with one-factor authentication (1FA)

could be a better choice.
With the customized setting you can choose if your fall back option should be:

e Secure message (2FA)
e Secure message (1FA)
e Secure file (2FA)

e Secure file (1FA)

e Public file

Please note, however, that if you do choose a fall back option with one-factor

authentication or public file, it will no longer be NTA 7516 compliant.

With the customized option, you can also choose that all NTA 7516 configured
recipients will receive inbox-to-inbox communication. This means that your message
will always be sent via the NTA 7516 relay, rather than only when 2FA is needed. If this is

not possible, your fall back option will be used instead.

25
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You choose this option by checking the box “l want all NTA 7516 configured recipients to

receive inbox-to-inbox communication”.

Customized email security seffings
If an NTA 7516 check fails, | want the fallback securify option to be:*
Select an option v
vant all NTA 7516 conf gured recipients to receive inbox-to-inbox email communication

8.3. NTA 7516 checker

With this function you can see if a domain is NTA 7516 compliant before sending an

email. Simply put in the domain name and press check, like shown in the screen below.

NTA 7516 checker

Enter a domain name and check if it is NTA 7516 compliant.

amsziekenhuis.nl m

" domain
amsziekenhuis.nl

' dnssec

' nfa
v=NTA7516-1;startdate=2022-01;enddate=2025-01;provider=smartlockr;ntarmx=10 ntfamx smartlockr.eu
+ startdate: 2022-01
' enddate: 2025-01
+ provider: smartlockr
' mx:

26
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09. API & SMTP Relay Service

Should your organization use the SmartLockr APl or SMTP Relay Service, you can also
control these settings through the administrator portal. These settings are turned on by

default and require several additional settings.

27
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10. Logs

All activities sent with SmartLockr are stored in the logs. Here you can see what each

user has sent/created, through which channel and when:

Logs
Filter v ~
No Details

sandra.smith@yourcompany.io submitted files to an upload portal

sandra.smith@yourcompany.io submitted files fo an upload porta

If information has been sent incorrectly by users, administrators have the rights to block

the recipient(s), file(s) and the entire email for regular users.

However, regular users can also see their own logs and take the same actions as listed

above, by visiting this page: https://admin.smartlockr.eu.

28



https://admin.smartlockr.eu/

¢ SMARTLOCKR

11. Learn more

Do you have any questions after reading this manual? You can always contact our

Support Team directly at support@smartlockr.eu or +31 (0)20 - 244 0350 (option 1).
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